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•IN THE CLAIMS 
Ptease amend the claims a$ follows: 

1 . (Currently Amended) A method for preventing unauthorized dynamic host configuration 
servers from responding to client configuration requests in an Internet Protocol (IP) network, 
said method comprising the steps of: 

simulating a plurality - of -n e twork - cli e nts within broadcasting host configuration requests 
from a server checker client; 

receiving configuration offer messages from one or more dynamic host configuration 
servers, s ^d 9P nfi H*nttion offer messages delivered to the server checker client responsive to the 
broadcast host configuration requests: 

detecting at l o aot o ne an unauthorized dynamic host configuration server within said IP 
network in accordance with server identification data within the configuration offer messages: 

responsive to said detecting step, delivering unicasting host configuration requests from 
said server checker client to said at least on e unauthorized dynamic configuration server such 
that said at least one unauthorized dynamic host configuration server is unable to respond to 
configuration requests from actual network clients. 

Claims 2-3. (Cancelled) 

4. (Currently Amended) The method of claim 3- 1, furth e r comprising th e step of flooding 
each of oaid at least one unauthorized dynamic host configuration server with said unicasting 
host configuration requests comprising unicasting a plurality of IP address renewal requests ta 
said unauthorized dynamic host configuration server . 



6. (Currently Amended) The method of claim 5- 4, wherein each IP address renewal request 
includes: 



Claim 5. 



(Cancelled) 
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oiMinfe giowfl a client medium access control (MAC) address that is not included within a 
range of valid MAC addresses utilized within the IP networte -aad 
an IP address of said server checker cli e nt 

7. (Currently Amended) The method of claim 4, wherein each IP address renewal request 
includes an unknown a client IP address that is not included within a range of valid IP addressed 
utilized in the IP network . 

8. (Currently Amended) The method of claim 1, wherein said checker client includes a 
server table having a list of authorized dynamic host configuration servers, and wherein said step 
of detecting an unauthorized dynamic host configuration server further comprises th e s teps of: 

. d e livering an IP addr e ss requ e st from said simulated network clients byi 
broadcastmgKfr - F e qa e ot for on IP addrooo te dynomio hoot configuration se rv e rs ov e r said 
S^ aatwork 

r e c e iving on e or more r e spons e s from one or mor e of said dynamic host configuration 
servers; 

identifying a speoifie dynamic host configuration server that originated each of caid 
g osponsoo; and 

determining for each identified dynamic host configuration server wheth e r or not said 
identifi e d dynamic host configuration server is authorized r e ferring to a table, whoroin said table 
includes a list of authoriz e d - dynamio - host - configuration - s e rv e rs comparing a server identifier 
included in each configuration offer message with authorized server identification data in the 
server table , 

9. (Currently Amended) The method of claim 8, wherein said sfep-o£ide ntifying a specific 
dynamio host configuration s erver that - originated a ro s pon o o comparing a server identifier 
included in each configuration offer message with authorised server identification data in the 
server table further comprises the st e p of retrieving from each r e spons e an IP address from each 
configuration offer message of the dynamio hoot configuration sorvor that originat e d the 
response . 
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* 10. (Currently Amended) The method of claim 8, wherein said server table includes an IP 
address for each authorized dynamic host configuration server. 

Claims 11-13. (Cancelled) 

14. (Currently Amended) A system for preventing unauthorized dynamic host configuration 
servers from responding to client configuration requests in an Internet Protocol (IP) network, 
said system comprising: 

processing means for simulating a plurality of n e twork clients within broadcasting host 
configuration requests from a server checker client; 

processing means for receiving configuration offer messages from one or more dynamic 
host configuration servers, said configuration offer messages delivered to the server checker 
client responsive to the broadcast host configuration requests: 

processing means for detecting at lcost one an unauthorized dynamic host configuration 
server within said EP network in accordance with server identification data within the 
configuration offer messages : and 

processing mean s, responsive to detecting an unauthorized dynamic host configuration 
server, for d e li ve ring unicastinp host configuration requests from said server checker client to 
said at least one unauthorized dynamic configuration server such that said at least one 
unauthorized dynamic host configuration server is unable to respond to configuration requests 
from actual network clients. 

Claims 15-16. (Cancelled) 

17. (Currently Amended) The system of claim i& 14> further comprising proc e ssing means 
for flooding e ach of said at l e ast on e unauthorized dynamic ho o t - oo nfi guration serv e r with said 
•processing means for unicasting host configuration requests comprising processing means for 
unicastinp a plurality of IP address renewal requests to said unauthorized dynamic host 
configuration server . 



Claim 18. 



(Cancelled) 
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19. (Currently Amended) The system of claim 4& 17, wherein each IP address renewal 
request includes: 

on - Hsknown § client medium access control (MAC) address that is not included within a 
range of valid MAC addresses utilized wi thin the* T P networks -gad 
an IP address of said server checker client 

20. (Currently Amended) The system of claim 17, wherein each IP address renewal request 
includes on unknowa a client IP address that is not included within a range of valid IP addressed 
utilized in the IP network . 

21. (Currently Amended) The system of claim 14, wherein said checker client includes a 
server table having a list of authorized dynamic host configuration servers, and wherein said 
processing means for detecting an unauthorized dynamic host configuration server further 
comprises[[:]] 

proc e ssing means for delivering an IP addre ss r e qu e st from said simulated network 

processing m e ans for broadca s ting a r e qu e st for an IP address - to dynamic host 
configuration servers over said IP network ? 

processing moans for receiving ono or more responses from one or more of o aid dynas atG 
host configuration s e rvers; 

processing m e ans for id e ntifying a specific dynamic hoot configuration sorvor that 
originat e d each of said responses; and 

processing means for-dotorminiiig-4er o aoh identifi e d dynamic host configuration server 
whether or not said id e ntified dynamic host configuration server is authorized referring to a 
table, wherein said tabl e includes a list of authorized dynamic host configuration s e rvers 
comparing a server identifier included in each configuration offer message with authorized 
server identification data in the server table . 

22. (Currently Amended) The system of claim 21, wherein said processing means for 
identifying a sp e cific dynamic host configuration s e rver - that originated a roG-ponao comparing a 
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server identifier included in each configuration offer message with authorized server 
identification data in the server table further comprises processing means for retrieving #em 
e ach response an IP address from each configuration offer message of the dynamic hoot 
configuration server that originated the r e sponse , 

23. (Currently Amended) The system of claim 21, wherein said server table includes an IP 
address for each authorized dynamic host configuration server. 

Claims 24-26. (Cancelled) 

27* (Currently Amended) A program product for preventing unauthorized dynamic host 
configuration servers from responding to client configuration requests in an Internet Protocol 
(IP) network, said program product comprising: 

instruction means for simulating a plurality of network clients within broadcasting host 
configura tion requests from a server checker client; 

instruction means for processing ccmfiguration offer messages received from one or more 
dynamic host configuration servers, said configuration offer messages delivered to the server 
checker client responsive to the broadcast host configuration requests: 

instruction means fox detecting at least one §n unauthorized dynamic host configuration 
server within said IP network in accordance with server identification data within th^ 
configuration offer messages: and 

instruction means , responsive to said detecting, for deliv e ring unicasting host 
configuration requests from said server checker client to said at l eaot on a unauthorized dynamic 
configuration server such that said at least one unauthorized dynamic host configuration server is 
unable to respond to configuration requests from actual network clients. 

Claims 28-29. (Cancelled) 

30. (Currently Amended) The program product of claim 2& 27, further comprising 
instruction moons for flooding each of soid - afr j cflg fe-e n e unauthorized dynamic host configuration 
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• sorvcr with said instruction means for unicasting host configuration requests comprising 
instruction means for unicasting a plurality of IP address renewal requests. 

Claim 3 1 . (Cancelled) 

32. (Currently Amended) The program product of claim 34- 30, wherein each IP address 
renewal request includes: 

an unknown a client medium access control (MAC) address that is not included within a 
ranee of valid MAC addresses utilized within the IP networkr -rad 
on IP addre s s of said server checker - el ts a fe . 

33. (Currently Amended) The program product of claim 30, wherein each IP address 
renewal request includes an unknown a client IP address that is not included within a range of 
valid IP addressed utilized in the IP network . 

34. (Currently Amended) The program product of claim 27, wherein said checker client 
includes a server table having a list of authorized dynamic host configuration servers, and 
wherein said instruction means for detecting an unauthorized dynamic host configuration server 
further comprises: 

inotruotion moano for dohvoring an IP address request from- said simulated network 
clients by: 

instruction m e ans for broadcasting a roquost for an IP address to dynamic host 
configuration oorvcrs o ver s aid - IP - network; 

i nstruction m e ans for r e ceiving on e or mor e responaoo from one or mor e of said dynamie 
host configuration servers; 

i nstruction means for identifying a -sp e cific dynamic host configuration server th at 
originated each of said rcspons es*-aad 

instruction means for d e tennining for each identifi e d dynamic hoot configuration server 
wh&ther or - not - s aid identified dynamic host configuration s e rver i s authorized referring to a 
table, — wherein said table inoludoo a list of authorised dynamic host configuration s e rv e rs 
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- comparing a server identifier included in each configuration offer message with authorized 
server identification data in the server table . 

35. (Currently Amended) The program product of claim 34, wherein said instruction means 
for identifying a sp e cific dynamic host configuration s e rv e r that originated a response comparing 
a server identifier included in each configuration offer message with authorized server 
identification data in the server table further comprises instruction means for retrieving #©m 
each response an IP address from each crmfiprnra tion offer message of the dynamic hoat 
configuration serv e r that originated th e r e spons e. 

36. (Currently Amended) The program product of claim 34, wherein said server table 
includes an DP address for each authorized dynamic host configuration server. 

Claims 37-39. (Cancelled) 
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